
Over the past few months, governments around the

world are fighting aggressively with the coronavirus

outbreak and Malaysia was not spared either from

this pestilence. At the same time, data protection

regulators across the world have begun to publish

useful guidance on compliance and

enforcement[1].This article discusses the guidance

and privacy concerns shared by the data protection

regulators which have similar principles laid out in

our Malaysian Personal Data Protection Act 2010

(‘PDPA 2010”). 
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FOOTNOTES

Notwithstanding Covid-19 related public health crisis,

companies (or Establishments) should ensure that they

continue to comply with their obligations under PDPA

2010, including ensuring that they have the appropriate

lawful purpose, necessary and adequate when

processing personal data and sensitive personal data. As

such, companies or organisations should keep careful

file notes of their decisions during this period. The

principle of accountability albeit not explicitly spelt out

in Malaysian PDPA, may be applicable. Recently,

Malaysian Department of Protection of Personal Data

office conducted a public consultation exercise and

they are considering measures to strengthen the PDPA.

The access link of the public consultation paper can be

found at the footnote of this article.[3] 

As mentioned earlier, data protection regulators across

the world are aware that these are unprecedented times,

and have issued guidance accordingly[2]. Even so,

companies cannot afford to be complacent. After

referencing with some of the guides, some common

themes are as follows: 

 

GUIDANCE FROM DATA
PROTECTION REGULATORS

DATA PROTECTION OBLIGATIONS NEVER CEASE

"As mentioned earlier,

data protection

regulators across the

world are aware that

these are

unprecedented times,

and have issued

guidance accordingly.

Even so, companies

cannot afford to be

complacent."
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Data protection law in Malaysia is not applicable to the

government (both Federal and State governments) or

hinder other health organisations or professionals from

sending out public health messages. Nevertheless, this

shall not be construed as an excuse for other kinds of

organisations or companies to raise brand awareness

without compliance with the data protection law.

Before sending out what could be seen as spam or even

worse, fake news, organisations or companies should

check that either:

 

1) the communication really is essential in order to

carry out the business; 

 

2) if not, whether the individual had given prior

consent in receiving such messages. Companies or

organisations are advised not to send non-essential

messages to individuals who have already unsubscribed

from your mailing list; 

 

3) such messages have been verified.

 
[4] Section 9 PDPA 2010
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CYBER SECURITY FROM HOME

As most Malaysian companies or organisations are

adopting work-from-home policy, please ensure that

you have sufficient measures in place to cope with

remote working systems and secure personal data. The

data user have the obligation to take practical steps to

protect personal data.[4]  

CORONAVIRUS MESSAGES

"Please ensure that you

have sufficient

measures in place to

cope with remote

working systems and

secure personal data."

"Nevertheless, this shall

not be construed as an

excuse for other kinds

of organisations or

companies to raise

brand awareness

without compliance with

the data protection

law.."
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http://www.agc.gov.my/agcportal/uploads/files/Publications/LOM/EN/Act%20709%2014%206%202016.pdf


It is permissible (and necessary) to inform the staffs

that a colleague may have contracted coronavirus.

However, the company or organisations should avoid

publicly naming the individuals in question. Health-

related data of a data subject are categorised as

‘sensitive personal data’ and can only be processed

under limited circumstances. Companies or

organisations should only disclose the data which are

strictly necessary for purpose of ensuring the health

and safety of their workforces, customers or clients.

Where it is necessary to disclose an individual’s name

in connection with coronavirus, one should seek prior

consent from data subject and treat them respectfully.

It is only in situation where consent from the data

subject has been unreasonably withheld, a data user can

process sensitive personal data to protect vital interest

of other persons.[5]

 
[5] Section 40 PDPA 2010
[6] Section 6 PDPA 2010
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COLLECT ONLY RELEVANT DATA

In line with PDPA’s General Principle[6], companies

should only collect the information that they actually

need and not excessive in relation to that purpose. For

example, during or after the movement control period,

companies may want to know if their employees or

customers are experiencing coronavirus symptoms, and

it is reasonable to ask for their recent travel records.

However, companies should exercise caution in

collecting other health-related data, and should put

appropriate safeguards in place. Such collection also

shall not be retained longer than it’s necessary. 

 

COMMUNICATING WITH EMPLOYEES ABOUT
INFECTIONS

"Health-related data of a

data subject are

categorised as

‘sensitive personal data’

and can only be

processed under limited

circumstances."

"...companies should

only collect the

information that they

actually need and not

excessive in relation to

that purpose."
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Malaysian PDPA specifically allow disclosure of the

data subject’s personal data by the data user if such

disclosure was justified as being in the public interest in

circumstances as determined by the Minister[7].

 

 
[7] Section 39 PDPA 2010
 

FOOTNOTES

SUMMARY
In summary, regulators around the world are fully

aware of the struggles companies, organisations and

their governments are facing in the current situation.

They will take into account the compelling public

interest in the current health emergency when

considering enforcement. Having said this, this

outbreak is not an opportunity to openly disregard the

rules or abuse the rights and freedoms of individuals.

Companies should constantly be mindful and vigilant

when implementing new policies and procedures, or

conducting new marketing campaigns. Compliance

with PDPA continues to be mandatory despite a public

health crisis.

DISCLOSURE OF HEALTH DATA WITH THE
AUTHORITIES
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freedoms of individuals.

Companies should

constantly be mindful
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